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Abstract 

Purpose: The information security field requires standardised education. This could be based 

on generic job profiles and a standard competence framework. The question is whether this is 

possible and feasible. To find out, the author did a case study: developing an information 

security master curriculum based on a generic PVIB job profile and the underlying 

competence framework e-CF. 

Design/methodology/approach: The research is a case study, using Design Science. Starting 

point is the specification of the learning goals for a cybersecurity master curriculum, using a 

generic PvIB job profile and the underlying competence framework e-CF. The curriculum has 

subsequently been developed, using backward design. Thereafter, the curriculum has been 

submitted for accreditation to test the successfulness of the approach. 

Findings: A generic job profile and a competence framework such as the e-CF support the 

development of standardised education. The generic PVIB job profile used works well. The e-

CF can be useful, but requires modifications and the introduction of sub-competences. 

However, the main complaint concerning the e-CF is the use of examples instead of 

mandatory content. 

Originality/value: Competence frameworks are available to formulate job descriptions, and 

are also suited for developing standardised education. Little research has been done on this. 

This case study shows that a competence framework is a useful tool for developing 

standardised education, although the e-CF may not be the most appropriate. 
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Introduction 

In today’s information society, many organisations are highly dependent on their digital 

information systems and the information they contain. Organisations need to protect their 

growing volumes of digital information against an increasingly complex set of threats 

(Anderson, 2001; Smith, 2017). This requires well-educated and experienced information 

security, or cybersecurity, professionals. 

However, organisations are finding it increasingly difficult to find well-educated and 

experienced information security professionals who are able to define, realise and maintain 

information security measures and to increase information security awareness (De Zan, 2019; 

Morgan, 2019; Vogel, 2016). Moreover, the shortage of suitable information security 

professionals has negative impact on the innovation and professionalisation of the information 

security field, and the realisation of information security education. This situation does not 

only apply to the Netherlands, but to many Western countries (Morgan, 2019). The main 

cause is the rapidly growing number of information security positions in a world that becomes 

more and more digitalised. Although there are several options for information security 

education, there are relatively few opportunities to get a higher vocational or applied 

university degree. In the Netherlands in 2019, there were only 12 bachelor studies on 

information/cybersecurity and 8 master studies (Van Noord and Barthel, 2019). 

In addition, there is little consensus about the competences with respect to information 

security that should be taught to connect well to the professional practice (Bishop et al., 2017; 

Butler et al., 2018; De Zan, 2019; Parker and Brown, 2019; Vogel, 2016). This has resulted in 

a large number of hard to compare and immature qualifications (Spruit and Van Noord, 

2011). In this chaotic situation, employers have been overtaken by commercial education 

providers who have an interest in fragmentation of information security education. As a result, 

information security professionals cannot clearly demonstrate their knowledge and skills 

based on their certificates. And employers cannot check whether a candidate for a security 

position is well-educated and experienced in information security. 

Standardisation of information security education could be part of the solution. Such 

standardisation requires that employers and the information security field jointly specify the 

required competences of information security professionals by means of one or more broadly 

supported generic job profiles. Basing the profiles on a standard competence framework could 

make standardisation of education easier. 

In a prior Dutch study, the Dutch Association of Information Security Professionals (PvIB) 

has defined such generic job profiles based on a competence framework, namely the 

European e-Competence Framework (e-CF) (Spruit and Van Noord, 2017). 

The question is whether it is possible and feasible to develop standardised information 

security education based on the generic job profiles defined by the PvIB and the underlying 

standard competence framework e-CF. 
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Methodology 

The research is a case study. The reason for this choice is that we have found little scientific 

literature on the usefulness of generic job profiles in combination with a standard competence 

framework, such as the e-CF, for the development of standardised education. The educational 

field could benefit from case studies to build knowledge about this topic. 

The case study in this paper is from the information security domain. The Hague University 

turned out to need a new information or cybersecurity master of science curriculum. The 

university has been receiving signals for some time that such a curriculum would be very 

welcome. Thus, the case chosen is the development of a standardised master of science 

curriculum for information security, to show that building standardised education based on a 

generic job profile and the underlying competence framework is possible and feasible. 

The research follows a Design Science approach (Hevner et al., 2004; Johannesson and 

Perjons, 2014). Following the Design Science approach the next steps have been taken: 

1. Defining the learning goals of the curriculum to be developed. For this, a generic PvIB 

job profile was used that was broadly supported by both information security 

professionals (supply side) and employers (demand side). By making use of the 

standard competence framework e-CF, the competences specified in the profile can be 

further elaborated into fairly detailed knowledge and skills elements. 

2. Developing the curriculum. The intended teachers of the study develop the curriculum 

on the basis of the specified learning goals and additional mandatory preconditions 

such as the Bologna Framework (Bologna Working Group, 2005). The teachers use 

their experience with developing education as well as their knowledge of mandatory 

preconditions and the characteristics of the hosting university. The standardisation of 

the study should come from the standardised knowledge and skills elements and not 

from the way in which the teachers develop the knowledge and skills elements into 

their lessons. 

3. Testing the curriculum. For this, we preferred the independent judgment by an 

experienced audit panel of an accreditation organisation over other methods such as a 

survey. Therefore, the new curriculum has been submitted for accreditation by the 

official accreditation organisation for Dutch higher education (NVAO). The NVAO 

uses a standard approach for assessing a new curriculum in higher education. Smooth 

and successful accreditation is a measure of how well the program has been 

developed. 

4. Evaluating the broader applicability. After the curriculum has been successfully 

accredited, an evaluation can be done with respect to the extent the generic PvIB job 

profile and the standard competence framework e-CF are suitable for developing 

standardised education. Furthermore, an indication can be given to what extent the 



 
4 

approach may be suitable for other information security education and to what extent 

the approach may be suitable for other countries. 

Literature review 

Competences 

In order to build (standardised) education, one has to specify the competences that should be 

taught. In literature there is confusion about the precise definition of a competence (Delamare 

and Winterton, 2005; Ennis, 2008; Mulder et al., 2006; Salman et al., 2020; Sultana, 2009; 

Winterton et al., 2006). In this paper we use the following definition: a competence is a 

demonstrated ability to apply knowledge and skills to successfully perform given tasks and 

functions in a given role or position (CEN, 2014; Dedović and Mušić, 2017; Delamare and 

Winterton, 2005). A competence can then be described by a set of knowledge and skills 

elements. Other elements that can be trained, e.g. insight and attitude, are considered to be 

part of these. 

Competence-based education 

Vocational and applied university education is often built according to the concept of 

competency-based (or outcome-based) education (Curry and Docherty, 2017; Morcke et al., 

2013). Although this concept has not been defined unambiguously, it usually refers to 

education with two specific elements: (1) it is based on specification of the outcome of the 

curriculum in terms of competences (Morcke et al., 2013), also referred to as backward design 

(Davidovitch, 2013; Richards, 2013); (2) the curriculum offers a flexible and individualised 

approach, in which each student can acquire the predefined competences in the order, method 

and pace that suit the student best (Curry and Docherty, 2017; Dedović and Mušić, 2017; 

Morcke et al., 2013). Using this interpretation, traditional education follows a more or less 

fixed timetable that is not tailored to the individual student and can, but does not have to, be 

based on backward design. 

There is a considerable amount of literature about competency-based education and its 

benefits (Burke, 1989; Frank et al., 2010; Leggett, 2015; Morcke et al., 2013; Sabin et al., 

2018). The main advantage of competency-based education is that it is flexible and tailored to 

the individual student, making it efficient and attractive for students. The entry knowledge 

level and learning pace of students may vary. Although not reserved for competency-based 

education, learning to learn and learning to manage one’s own career can be part of the 

education (Draaisma et al., 2018; Hughes et al., 2017; Kuijpers and Scheerens, 2006). There 

are also critical publications about competency-based education (Biemans et al., 2004; 

Koenen et al., 2015; Morcke et al., 2013; Norman et al., 2014; Soare, 2015). These do not 
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deny the benefits, but indicate that there are also drawbacks, such as the difficulty to specify 

and test the required competences, resource implications and curriculum planning. Some 

drawbacks of competency-based education can be seen as benefits of traditional education. 

This is in line with our own experience with traditional vocational and applied university 

curricula: (1) it is relatively easy to organise; (2) it requires relatively little teacher time; (3) it 

offers more opportunities for knowledge transfer between students; (4) students have less 

study delay because individual students want to keep pace with the group. The latter two 

arguments especially apply to part-time education with small groups of students with similar 

entry knowledge level, similar learning potential and some (job) experience. 

Standardised education 

The Dutch Association of Information Security Professionals (PvIB) has carried out an 

extensive consultation about support for standardised education in the information security 

field. The consultation used workshops and interviews with a large group of information 

security professionals, employers and representatives from several educational institutes. The 

consultation showed substantial support for standardised information security education on 

different educational levels (secondary vocational, higher vocational and university level) 

(Spruit and Van Noord, 2014). The individuals and organisations consulted agreed that 

standardised education should be based on new generic job profiles, provided by the PvIB, 

which in turn are based on a standard competence framework. Since the study has been 

performed in the Netherlands and aims to be applicable to other European countries, there was 

a strong preference for the European e-Competence Framework (e-CF) version 3.0 (CEN, 

2014). In addition, the e-CF is seen as a promising competence framework by various Dutch 

government institutions. The knowledge and skills elements in the e-CF can be used on 

different educational levels. 

Some authors are reluctant to introduce standardisation (Martinez and Zorita, 2007), but 

standardisation of vocational and applied university education can improve the alignment of 

graduates’ knowledge and skills with professional practice, the recognisability of the 

education outcome and the flow of graduates to further education (Elken, 2017; Spruit and 

Van Noord, 2011; Tarman, 2016). 

Generic PVIB job profiles 

A generic job profile is a formal description of the minimum requirements for a typical job. A 

typical job is well-recognised and standardised job. Examples of typical jobs in the 

information security field are Information Security Officer and ICT Security Manager. A 

generic job profile describes the mission, tasks and responsibilities of a practitioner of the 

typical job and specifies the minimum competences (knowledge and skills) the practitioner 

must have (CEN, 2014). This includes both job-specific competences and general 
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competences (Heusdens et al., 2018). Achieving the minimum competences in the relevant 

profile can be regarded as a qualification for the related typical job (Spruit and Van Noord, 

2017). After achieving the qualification for a typical job a practitioner can further specialise 

by gaining experience in the job and by additional education. Given the multitude of possible 

specialisations on top of a typical job, it is not useful to formulate generic job profiles for 

specialisations. Moreover, many specialisations change relatively fast and probably do not 

need standardisation at all (Martinez and Zorita, 2007). 

Generic job profiles for the information security field are based on typical medium-sized 

information processing organisations in which information security plays a prominent role, 

such as ministries, agencies, medium-sized banks and industrial organisations (Spruit and Van 

Noord, 2017). Organisations that are either less or more demanding in terms of information 

security impose less, respectively more, strict demands on their information security 

positions. 

A generic job profile is related to a typical job and is not meant to be used directly as a job 

description for a specific organisation. It can however be included in a job description. But it 

is also possible to compile a particular job description from more job profiles, or from just a 

part of a job profile. Subsequently, the organisation will usually want to give its own twist to 

the way in which the job description has been specified in order to match its specific needs. 

The importance of generic job profiles is not that job descriptions can be formulated more 

easily, but that they can be used to standardise education and to align education to the needs 

of the working field. 

Given the broad support in the information security field for standardised education based on 

one or more generic job profiles, the PvIB demarcated the information security field and 

defined six typical jobs, each getting its own generic job profile (Spruit and Van Noord, 

2017). The generic job profiles were based on the job profile template of the European 

standardisation institute CEN (CEN, 2018). The PvIB linked the profiles to the European e-

Competence Framework (e-CF) in order to formulate and elaborate competences in a 

standardised way. 

To gain broad support for the profiles, the PvIB followed a stepwise approach: (1) a working 

group defined provisional typical jobs, their tasks and the required competences; (2) 

workshops were held with a large number of information security professionals, employers, 

lecturers and standardisation experts to determine the selection of typical jobs, their tasks and 

the required competences; (3) the PvIB drew up generic job profiles accordingly; (4) an 

extensive review process for fine-tuning. 

The most important elements of the profiles with respect to the development of education are 

a list of required competences and required experience. The list of required competences 

consists of a set of rather coarse-grained competences. The elaboration of the competences 

into knowledge and skills elements uses the competence framework e-CF. The other element, 
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the required expertise, is rather straightforward and is filled in with prior education (type of 

education and field of education) and work experience (job function and years). The relevance 

of including experience in the profiles is to fill the gaps between the coarse-grained 

competences. These gaps arise because not all small, though required, competences are 

included in the competence list. 

Education that matches a generic PVIB job profile, and the underlying knowledge and skills 

elements, is standardised. It also matches the needs of the professional practice. 

The e-CF 

The e-CF describes and elaborates competences. The competences mentioned in the generic 

job profile are selected from the e-CF (ICT specific competences) or defined by the PvIB 

Working Group on Skills (general competences). Those competences are formulated fairly 

coarse-grained and need to be further elaborated. The ICT specific competences (e-

competences) have been elaborated in the e-CF, version 3.0 (CEN, 2014). The general 

competences have been elaborated similarly by the PvIB working group. 

Results 

Evaluation of the e-CF 

Together with the PvIB Working Group on Skills we evaluated completeness and consistency 

of the knowledge and skills elements of the e-CF. We found that the e-CF content is far from 

complete and consistent. In fact, the content needs significant modification. This seems 

strange to an official standard (as of 2016), but it seems to be a deliberate choice of the 

European standardisation institute CEN which is responsible for the development of the e-CF. 

In their opinion the framework presents merely examples of knowledge and skills elements 

(CEN, 2014, p. 10). The consequence is that the e-CF is actually not a standard, but a 

guideline. 

However, for the development of standardised education we need a formal reference that can 

be used as a solid basis. Therefore we modified the content of the e-CF competences to 

improve the completeness and consistency. We used the modified competences to elaborate 

the competences in the job profiles. 

Non-standard frameworks such as ISACA (2018) and ad hoc job profiles such as ISF (2013) 

are built on non-standard competences and have their own education specified, or do not refer 

to education at all. 

To get an impression of the extent to which competences have been elaborated, Table I shows 

the details of a (modified) e-CF competence, namely Information security management (CEN, 

2014) and Table II shows the details of a general competence, namely Research. The 
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competence description shows a brief characterisation of the competence, the level of the 

competence and its knowledge and skills elements. 

 

[Table I] 

 

[Table II] 

 

It would be nice if competences, which are defined quite coarse-grained in the e-CF, would 

have been divided into sub-competences. Table III shows an example for the competence 

Information security management. 

 

[Table III] 

 

The sub-competences could be further elaborated into knowledge and skills elements. In 

principle, this results in the same set of knowledge and skills elements as in the (modified) e-

CF competence (Tables I and II). However, determining knowledge and skills elements is 

more transparent and more balanced if they are derived from sub-competences. If done well, 

the resulting knowledge and skills elements can be used directly as learning goals for 

standardised education. Obviously, the level of detail is a compromise between the precision 

required for standardisation and the autonomy of the users of the specification, for example 

teachers. The derivation from competence to sub-competences to elements/goals for the 

competence G4, Research, is shown in Table IV. 

 

[Table IV] 

 

Competences, and its knowledge and skills elements, have competence levels. The e-CF uses 

a range from 1 through 5 (CEN, 2014). As we use the (modified) e-CF for describing 

competences, the most obvious choice would be to use the e-CF competence levels. However, 

the e-CF levels are proficiency levels instead of competence levels. An e-CF proficiency level 

describes appreciation and responsibilities. It can be used to specify the characteristics of a 

specific job, but it does not specify the competence level of a person. Therefore, we have 

chosen another five-level scheme, based on the European Qualifications Framework for 

Lifelong Learning (EQF, 2008). 

We conclude that the e-CF can certainly be used, although not unmodified, to elaborate 

competences from generic job profiles. In order to use the e-CF effectively, we had to 

improve the content and use a different competence level scheme. 
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Building standardised education 

A generic PvIB job profile can be used to develop matching standardised education, using 

backward design. This is possible with both the traditional and the competency-based 

approach, and also with any option in between. Given the different benefits and drawbacks, 

the choice between competency-based education and traditional education, or somewhere in 

between, depends on the context. 

Following the backward design approach, an information security curriculum can be designed 

on the basis of the competences specified in a generic information security job profile. The 

ICT-related competences (e-competences) have been elaborated in the (modified) e-CF. The 

general competences have been elaborated similarly by the PvIB Working Group on Skills. 

The knowledge and skills elements of the specified competences can be used directly as 

learning goals for the curriculum. The level of detail of the knowledge and skills elements is a 

thought out compromise between the precision required for standardisation and the autonomy 

of teachers. Teachers can build their own course material based on the specified learning 

goals, namely the specified knowledge and skills elements. 

To demonstrate that this approach works, we designed a new technically oriented Master of 

Science on information security at the Hague University of Applied Sciences. It is a two-year 

part-time program (60 ECTS), named Master Cyber Security Engineering. To be admitted, 

students must have a bachelor’s degree in computer science, information security or 

cybersecurity, as well as a job in this area. 

 

[Table V] 

 

Firstly, we selected the most relevant generic PVIB job profile, namely ICT Security 

Specialist 3 (Table V). We took the competences from the profile: 

• A7: Technology trend monitoring, level 4. 

• B4: Solution deployment, level 4. 

• E3: Risk management, level 3. 

• E8: Information security management, level 3. 

• G3: Communication and persuasion, level 2. 

• G4: Research, level 4. 

• G7: Analytical skills, level 4. 

• G8: Integrity, level 2. 

Each of the competences is further elaborated into knowledge and skills elements, making use 

of the modified e-CF and the descriptions of the PvIB working group. The knowledge and 

skills elements are the learning goals. Additional learning goals came from mandatory 

preconditions such as the Bologna Framework (Bologna Working Group, 2005). 
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[Figure 1] 

 

Secondly, we designed the basic structure of the curriculum. The structure was based on three 

semesters divided into three modules each, and completed with a master thesis in the fourth 

semester (Figure 1). A practice-oriented individual or group project is planned in each 

module. Those projects improve insight and skills and take about half the study load. In terms 

of content, the semesters are about the following: 

1. Conceptualisation of cyber security. This semester is a concise tour through all sorts of 

relevant aspects, such as ICT security, human factor, management, legislation and 

ethics. 

2. Cybersecurity building blocks. In this semester the students dive deep into ICT 

security. Technical experts in ICT security from outside the university are invited to 

give guest lectures. 

3. Cybersecurity in sectors and trends. In this semester the knowledge from the previous 

semesters is applied to organisations in specific sectors. Technical and organisational 

experts from those sectors are involved. Furthermore, the latest trends are discussed. 

4. Research. Each student has to do an individual scientific research project and write a 

master thesis. 

Thirdly, we linked the learning goals to the modules. For this we defined the sub-competences 

which we would have expected in the e-CF and the PvIB list (Tables III and IV). Each sub-

competence becomes a learning line in the curriculum. To limit the number of learning lines, 

related sub-competences can be combined into a single learning line. Each learning line 

contains courses and project tasks. For example, the first sub-competence of competence G.4 

(Table IV) becomes a learning line “Scientific research”. This learning line contains various 

courses and project tasks, distributed over different modules. For example, Module 1 contains 

three courses within this learning line (with learning goals, see Table IV): “Introduction to 

research” (K1, K2), “Literature study” (K3) and “Interviewing” (K3). The module project 

emphasises the formulation of a research question, literature study and interviewing (S1, S2, 

S4). Together, the courses and project tasks per learning line cover the learning goals of the 

sub-competence. 

Finally, the teachers built their own course material for the courses and module projects they 

are responsible for. For the second and third semester they work together with external 

experts. 

Because the curriculum is part-time, all students have a job in the ICT or ICT security field. 

Consequently, there is considerable interaction between the students and there are 

opportunities for real-life training: (1) students take problems from their job to the study 

program, where they are used as cases; (2) students can apply new knowledge and train their 
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insight and skills directly in practice; (3) students do their individual and group projects in 

their own organisations. 

Considering the way in which we have set up the curriculum, it has basically become a 

traditional curriculum with a fixed timetable. Traditional education benefits from small 

groups of part-time students which have similar entry knowledge level and learning potential 

as well as some job experience. These characteristics apply to our master. We achieve a 

similar entry knowledge level, learning potential and job experience with a selective intake. 

Furthermore, the first three modules of the programme are used to level the starting level of 

the students where necessary. This gives us some advantages of traditional education: (1) 

relatively easy to organise; (2) requires relatively little teacher time; (3) more possibilities for 

knowledge transfer between students; (4) less study delay because individual students want to 

keep pace with the group. 

In addition, we introduced elements of competency-based education: (1) the outcome has 

been defined in terms of competences; (2) individualised homework and projects make up the 

major part of the study load; (3) the first three modules are even more individualised with the 

aim of bringing the knowledge level of the students to a similar level. Furthermore, learning 

to learn and learning to manage one’s own career are addressed in the curriculum. 

In general, a curriculum can vary from completely traditional to completely competency-

based (Koenen et al., 2015). We chose somewhere in between, where we see an optimum 

between the benefits of both extremes. 

Each new bachelor or master program in the Netherlands requires formal accreditation by the 

Accreditation Organisation of the Netherlands and Flanders (NVAO) according to the 

accreditation criteria established by the Dutch government (NVAO, 2018). This also applies 

to the new Master Cyber Security Engineering. The NVAO accreditation committee judged 

positively in the first and final round. One of the positive findings was the use of a generic job 

profile, combined with the e-CF, that can count on substantial support from professionals, 

employers and educators. Furthermore, the committee liked the structured and balanced 

approach to design and develop the master program. The program started in 2019. 

Other educational institutions in the Netherlands, but also in other European countries, can 

use the generic information security job profiles to design new curricula or to adapt existing 

curricula. Different curricula based on the same generic job profile are equivalent and can be 

accredited more effectively. Moreover, the curricula match the needs of the professional 

practice, have recognisable education outcome, and moving on to follow-up education 

becomes easier. 

We demonstrated that developing a new information security curriculum based on a broadly 

supported generic job profile is possible and feasible. Because the curriculum has been based 

on a generic job profile, the curriculum is standardised. 
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Educational institutions outside Europe may use the same approach to develop standardised 

education, leading to the same benefits, but they should check whether the job profiles 

defined in Europe and the underlying European competence framework are suitable. 

Conclusion 

The information security field requires well-educated and experienced information security 

professionals with known and broadly supported levels of information security competences. 

This becomes feasible by standardisation of education. Standardisation of education improves 

the alignment of graduates’ knowledge and skills with professional practice, the 

recognisability of the education outcome and the flow of graduates to further education. The 

question is whether it is possible and feasible to develop standardised information security 

education based on broadly supported generic job profiles and a standardised competence 

framework. 

The case study showed that it is possible and feasible to develop an information security 

curriculum based on a generic job profile. The development of the Master Cyber Security 

Engineering, based on the generic PVIB job profile “ICT Security Specialist 3” and the 

underlying competence framework e-CF, has been used as a case. This resulted in a 

standardised information security curriculum which was successfully accredited. 

The generic PVIB job profile appeared to work as expected. The aggregation level of the 

competences was acceptable, but could be improved by using sub-competences to nuance 

coarse-grained competences. 

The e-CF turned out to be less successful. We observed that it needs significant modification. 

This seems strange as the e-CF is an official European standard as of 2016. The explanation is 

that CEN, the responsible party for the e-CF, has deliberately chosen that the e-CF only 

provides examples. Consequently the e-CF is actually not a standard, but a guideline. Such a 

guideline is not suitable for the development of standardised information security education as 

standardisation requires well-defined reference levels. To solve the problem we needed to 

modify the e-CF to get an updated and well-defined content. 

We suggest that CEN changes the current approach and thoroughly reviews the e-CF and 

consequently transforms it into a well-defined standard that can be used as a reference. This 

would make the framework very useful for the development of standardised education and it 

also creates a solid foundation for qualification. 

The approach used in this study would likely work also for developing standardised education 

outside the information security field, and in other countries, even outside Europe. A 

necessary condition is that broadly supported generic job profiles are available. Outside 

Europe, a more mature standard competence framework than e-CF may be preferred. 
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Table I: Competence Information security management (E.8) on competence level 3 (CEN, 

2014) with modifications (added text in italic, removed text in strike through). 

 

Competence Level Knowledge 

Knows/is aware of/ is familiar with 

Skills 

Is able to 

E.8, Information security 
management: 

[Original text  
removed] 

Is able to set up an 
information security 
strategy of an 
organisation, evaluate the 
information security risks 
and implement, monitor, 
test, evaluate and modify 
the required controls for 
the organisation’s 
information and ICT. 

3 (bachelor 
level): 

[Original text 
removed] 

K0 the principles and models for 
information security and its 
management 

K1 the principles of 
informationorganisation’s 
security management policy 
and its the potential 
implications for business 
processes and engagement 
with customers, suppliers and 
subcontractors 

K2 the best practices and 
standards in information 
security management 

K3 the critical risks for 
information security 
management relevant 
threats, vulnerabilities and 
controls for the information 
systems of the organisation 

K4 the ICT internal audit 
approach 

K5 security detection techniques, 
including mobile and digital 

K6 cyber attack techniques and 
counter measures for 
avoidance 

K7 computer forensics 

K8 the principles, standards en 
techniques for SIEM (security 
information and event 
analysis) 

S0 organise information security 
management 

S1 document the information 
security management policy, 
linking it to business strategy 

S2 analyse the company critical 
assets and identify 
weaknesses and vulnerability 
to intrusion or attack 

S3 establish an risk 
management information 
security plan to feed and 
produce preventative action 
plans elaborate information 
security controls and facilitate 
and stimulate its 
implementation 

S4 perform security audits 

S5 apply monitoring and testing 
techniques 

S6 establish the recovery plan 

S7 implement the recovery plan 
in case of crisis 
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Table II: Competence Research (G.4) on competence level 4. 

 

Competence Level Knowledge 

Knows/is aware of/ is familiar with 

Skills 

Is able to 

G.4, Research: 

Is able to design and 
execute a scientific 
research project and 
publish the results. 

4 (master 
level) 

K1 principles of (technical) 
research 

K2 methods for (technical) 
research 

K3 techniques for (technical) 
research 

K4 guidelines for scientific 
(technical) writing 

K5 principles and techniques for 
references to literature 

S1 describe the reason for a 
research project 

S2 formulate (technical) 
research questions 

S3 select and apply appropriate 
research methods 

S4 select and apply research 
techniques effectively 

S5 manage research data (incl. 
pseudonymisation and 
anonymisation) 

S6 assess the quality of 
research data 

S7 analyse research data (incl. 
statistics) 

S8 formulate conclusions and 
recommendations 

S9 write a research report or a 
research paper 

S10 use reference management 
software 
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Table III: Competence Information security management (E.8) divided into sub-competences. 

 

Competence Sub-competence 

E.8, Information security 
management: 

Is able to set up an 
information security strategy 
of an organisation, evaluate 
the information security 
risks and implement, 
monitor, test, evaluate and 
modify the required controls 
for the organisation’s 
information and ICT. 

• Is able to apply the main principles (incl. security-by-design), models, methods, 
techniques and standards for information security and its management to a 
specific organisation. 

• Is able to explain which impact people have on information security and point 
out which interventions can change their behaviour. 

• Is able to draw up an information security strategy and an information security 
plan for a specific organisation and explain its impact on the business 
processes and the relation with customers, suppliers and subcontractors. 

• Is able to monitor, test, review, audit and evaluate the security of information 
and indicating improvements based on the findings. 

• Knows the main threats and threat scenarios related to information, including 
mobile equipment and industrial control systems, and is able to explain the 
impact on a specific organisation. 

• Knows the main preventive, detective and repressive controls with respect to 
information, including mobile equipment and industrial control systems, and is 
able to select and apply the controls in a specific organisation. 

• Knows the characteristics and applications of digital forensics and is able to 
explain the impact on a specific organisation. 

• Is able to implement monitoring and logging of security data and security 
incidents in an organisation and evaluate the output. 
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Table IV: Deriving learning goals from sub-competences. 

 

Competence Sub-competence Learning goals 

G.4, Research (level 4): 

Is able to design and 
execute a scientific 
research project and 
publish the results. 

• Is able to set up and carry out 
a scientific research using 
appropriate scientific 
research methods and 
techniques. 

Knows: 

K1 principles of (technical) research 

K2 methods for (technical) research 

K3 techniques for (technical) research 

Is able to: 

S1 describe the reason for a research project 

S2 formulate (technical) research questions 

S3 select and apply appropriate research 
methods 

S4 select and apply research techniques 
effectively 

S5 manage research data (incl. pseudonymisation 
and anonymisation) 

S6 assess the quality of research data 

S7 analyse research data (incl. statistics) 

S8 formulate conclusions and recommendations 

 • Is able to describe and justify 
a research in a report or 
paper. 

Knows: 

K4 guidelines for scientific (technical) writing 

K5 principles and techniques for references to 
literature 

Is able to: 

S9 write a research report or a research paper 

S10 use reference management software 
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Table V: Job profile for ICT Security Specialist 3 (for clarity, parts of text have been 

removed) (Spruit and Van Noord, 2017). 

 

Profile title ICT Security Specialist 3 

Summary Designs and implements the organisation’s ICT security policies. 

Mission Proposes and implements technical security measures for ICT. Advises and supports to 
ensure secure ICT operation. Takes direct action to secure all or part of a network or system. 
Is recognised as the ICT security expert by peers. 

Deliverables Accountable Responsible Contributor 

 • Knowledge 
base on ICT 
security 

• ICT security improvement proposals 

• New technology integration proposals 

• Technical ICT security solutions, measures 
and updates 

• Selection and implementation of security tools 
• …… 

• Risk Management 
strategy 

• ICT security policies 
and its implementation 

• Risk analyses for ICT 
• …… 

Main tasks • Watch in-depth technology trends with respect to ICT security 

• Observe current threats and threat trends and determine their possible impact on the org. 

• Provide knowledge base on information security 

• Draw up improvement proposals for ICT security 

• Draw up proposals for integration of new information technology 
• …… 

e-Competences 
(from e-CF) 

A.7. Technology trend monitoring Level 4 

B.4. Solution deployment Level 4 

E.3. Risk management Level 3 

E.8. Information security management Level 3 

General 
competences 

G.3. Communication and persuasion Level 2 

G.4. Research Level 4 

G.7. Analytical skills Level 4 

G.8. Integrity Level 2 

Experience A completed master study in the ICT domain or equivalent level of knowledge and skills. 

KPI Necessary ICT security measures in place and effective. 
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Figure 1: Structure of the Master Cyber Security Engineering. 
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